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Right Fit For Risk (RFFR) Categorisation Questionnaire 
Overview
The Department of Employment and Workplace Relations (the department; DEWR) are responsible for ensuring that any organisation it or its partner agencies contracts to deliver services on its behalf have adequate security processes and controls in place to protect participant’s personal and sensitive information. This is achieved through the External Systems Assurance Framework (ESAF) under which the department gains assurance over External IT Systems. 
As described within the ESAF, the Categorisation stage is used by the department to determine the Provider’s assurance category. The assurance category assigned by the department to the Provider will determine the level of assurance that is required for the Provider to achieve RFFR accreditation. 
Responses to the questions should be collated by persons with the relevant knowledge in your organisation.
It is also recommended that organisations understand the RFFR obligations they will be required to complete. For more information, please refer to the DEWR website - https://www.dewr.gov.au/right-fit-risk-cyber-security-accreditation. 
Instructions
This questionnaire covers a broad range of topics including governance, personnel processes, and specific systems you intend to use to deliver services. The department requests the organisation’s authority to sign the declaration.
If you are responding to this questionnaire as part of a group submission, each organisation must respond separately.
Please note:
· All questions must be answered.
· Provide as much information as possible to support your answer.
· Where you have answered ‘yes’ to a question, evidence must be available at the department’s request.
· Where you have answered ‘no’ or ‘unsure’, please provide a brief explanation as to why this is the case.
· Please ensure your responses are true and correct to the best of your knowledge.
RFFR Questionnaire
	Question
	Response

	Entity Legal and Trading name
	

	ABN
	

	Legal address
	

	DEWR organisation code if you are an existing Deed holder (4 letter alpha code issued by the department)
	



	1. Is your organisation a part of a consortium or group arrangement? If so, provide detail.
	

	2. Please list all Australian government programs you are currently delivering (if applicable).
	

	3. How many participants do you intend to service through this program?
	

	4. How many physical business sites will be used to deliver services?
	

	5. How many employees do you currently have in your organisation as a whole?
	

	5a. How many employees in your organisation will be involved in delivering services?
	

	5b. How many sub-contractors to your organisation will be involved in delivering services?
	

	6. Does your organisation have a documented personnel onboarding and offboarding process? 
For example, conducting background checks (including Working with Children Checks, Police Checks, etc), ceasing of access to systems, non-disclosure agreements, etc.
	

	7. Do you provide your employees with information security awareness training and privacy awareness training that they must complete prior to having system access?
	

	8. Do you have contractual security requirements documented for all contracted service providers, including sub-contractors?
	

	9. Has your organisation completed a Privacy Impact Assessment (PIA) covering your general operations and IT systems to address your management of personal information? 
See guide: https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacy-impact-assessments/.
	

	10.  Do you have an Incident Response Plan or Data Breach Response plan? If so, have these plans been tested?
	

	11. Have you experienced any reportable cyber security incidents or notifiable data breaches within the past 3 years?
ASD’s ACSC Reportable Cyber Security Incidents: https://www.cyber.gov.au/report-and-recover/report.
Notifiable Data Breach: https://www.oaic.gov.au/privacy/notifiable-data-breaches.
	

	12. On-Premises IT Infrastructure
Describe any on-premises IT infrastructure within your environment that will be used to collect, store, or process departmental data or participants’ personal and/or sensitive information.
This includes any physical/virtual servers (including email hosting and data storage capabilities), endpoints and networking devices.
	

	13. Cloud Services
Describe all IT cloud services within your environment that will be used to collect, store, or process departmental data or participants’ personal and/or sensitive information.
For example: ‘We consume Microsoft 365 for business hosted within the Australian East region, as well as an AWS S3 storage solution hosted in the Sydney region. This solution houses all participant personal and sensitive information to enable program delivery.’.
Include the usage of any RFFR accredited TPES systems: https://www.dewr.gov.au/right-fit-risk-cyber-security-accreditation/accredited-third-party-employment-and-skills-tpes-systems/.

Note: Australian onshore storage is required under the RFFR approach.
	

	14. Artificial Intelligence (AI)
Describe all AI services within your environment that will be used to collect, store, or process departmental data or participants’ personal and/or sensitive information.
For example, Microsoft Co-pilot or ChatGPT.
For more information, please refer to the DEWR website: https://www.dewr.gov.au/artificial-intelligence-dewr/.
	

	15. Software Development
Describe any of your organisation’s software development activities to build or maintain systems that will collect, store, or process departmental data or participants’ personal and/or sensitive information.
	

	16. Information Security
Describe your current approach to protecting information and data within your IT environment.
	

	16a. Have you considered or implemented the Essential Eight?
ASD’s ACSC Essential Eight:
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight
	

	17. Department Systems
Describe which departmental systems you require access to as part of service delivery (if known).
Outline if this access will include the usage of APIs or other direct system integrations.
For example: Workforce Australia Online or Apprenticeships Data Management System.
	

	18. Contracted Service Providers
Describe all contracted service providers that manage or deliver any part of your IT environment that are used to collect, store, or process departmental data or participants’ personal and/or sensitive information. 
This includes but is not limited to; security consulting, system administration, and/or document destruction.
	



	Please provide any additional comments that are not addressed in the questionnaire

	



Declaration
I, <name, position>, on behalf of <organisation> declare that the information provided within this questionnaire is true and correct.
I agree that the department will be notified of any changes in relation to the information supplied in this questionnaire, should they occur.
	Signatory
	Name
	

	
	Position
	

	
	Signature
	

	
	Date
	



	Witness
	Name
	

	
	Position 
	

	
	Signature 
	

	
	Date
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