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About this Document 
The High-Level Design (HLD) is to describe just enough upfront design to set the right foundations by 

identifying the platforms, patterns, and technology to support agreed business needs. The aim is to 

identify components of the solution at conceptual level and establish a logical level connection to 

platforms, technologies, patterns, and services to deliver required business outcomes.  

A High-Level Design document is developed in consultation within a Solution Team that reflects the 

outcomes of a project. The document may reference to other HLDs that represent a base platform or 

system that is underlying to this solution. The author may defer some sections of this document if 

there is a risk of duplication and repetition to another existing HLD – where there is reference to 

another document, the author will specify and link the relevant information. 

The HLD needs to be accepted by the Project/Program Solution Team before going through 

governance process for endorsement and/or approval by Design Architecture Forum (DAF) and 

Architecture Review Board (ARB). The HLD is part of DSD Project Delivery approach and is a required 

artefact to progress from Pre-Delivery into Delivery stage of a project. 
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• Connectivity required between environments  

. 

• Not all providers will use the new API service layer. 

• Most large providers will use the API service layer. 

• Government policy priorities relating to the existing PRISMS application will remain 

consistent throughout the project. 

 

Constraints 
 

• Data and processes available through the PRISMS API service must remain consistent with 

the existing PRISMS application. 

• The solution must adhere to the whole of Australian Government (WoG) Digital 

Transformation Strategy and vision. 

•  

 

• Stakeholder consultation may delay or complicate the delivery if suitable approaches cannot 

be agreed upon. 
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Risks & Mitigations 
•  

• Provider uptake of APIs during the testing and development phases of the project. 

•  

 

Scope 

In-Scope 
• Requirements to deliver the project outcomes are accurate and applicable with business and 

external stakeholders. 

• Assessment of the current PRISMS architecture to reverse engineer current business logic. See 

separate documents. 

• Analysis, design, development, and delivery of the required technical infrastructure to deliver a 

PRISMS API service. 

• Software Development life cycle and release cadences with the new APIs. 

• Environments required to deliver the project outcomes – including the new staging 

environment. 

• Gateway and other changes required to delivery project outcomes. 

• Methodology for determining API definitions. 

• Identification of patterns that may be useful for follow-on projects. 

• Note of any discovered architectural debt or debt introduced with the project. 

•  

• Key decisions required to achieve the project outcomes and time frame. 

• APIs outside those required for Providers. 

• Initial assistance to vendors to consume the APIs in staging. 

Out-of-Scope 
• Ongoing support and maintenance. 

○ Other support services such as help desks, detailed onboarding specifications and 

documentation. 

• Definitions of APIs post the August 2023 release. 

• Any design or strategy for re-architecting PRISMS and its components. 
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○ Suggestions may be made for an end state, but a follow-on project should address the re-

architecture and platforming of PRISMS.

• De-commissioning of the existing PRISMS application.

• Changes to the authentication and authorisation model for current PRISMS systems and users.

• Inclusion in the API of any PRISMS functions that are highly complex, low value or not directly

related to managing and reporting international student enrolments.

• Changes to PRISMS interactions with the Department of Home Affairs system and/or changes to

the Department of Home Affairs systems.

• Implementation of any legislative changes.

Stakeholders 
Refer Table 2.
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Business Context 

Objectives 
To streamline the collection of data used by Providers when using the PRISMS system, APIs will need 

to be developed. This new capability will enable a Providers’ SMS/AMS to directly exchange 

information and transactions with PRISMS. Users will no longer have to duplicate data entry with its 

inherent human error. 

A careful selection in consultation with Providers was made, as to which operations or business 

processes caused the largest cost to providers when interacting with PRISMS. These were evaluated 

against the benefits to be realised in Table 4. 

Based on this analysis, it was decided by business that the following two key business operations 

should be fulfilled: 

• Confirmation of Enrolments (CoE) 

• Student Course Variations (SCV) 

Priorities and Outcomes 
Education providers currently enter student related data into their SMS and separately enter the same 

data in PRISMS to generate CoEs for student visa application. This creates a significant regulatory 

burden as there is duplication to manually enter the data. SCVs can similarly require significant data 

entry. 

An advanced application programming interface (API) will be developed, allowing the education 

providers’ SMS to interact directly, via a system-to-system link, with PRISMS. The API would enable 

data to be entered only once into providers’ SMS systems and be directly submitted to PRISMS. 

To enable software vendors to develop and testing their software solutions, a new environment will 

be created for this purpose - staging. 

 

In summary the following outcomes are required: 

• New APIs for CoE creation and SCV. 

• API Gateway for managing the publication of APIs. 

• API Developer portal to provides information and assistance to vendors on how to consume the 

APIs in  
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High-Level Requirements 
Refer REF13 - PRISMS Modernisation Project HLR - V0.4 (latest).docx 

Business Process 
The project will create APIs that allow 3rd party software applications to perform key functions such 

as Create and Vary Student enrolment information. Current functionality must also remain through 

the PRISM UI for providers that do not wish to consume the APIs and for functionality not covered 

by the APIs. 

Figure 1: Provider users and SMS integration with PRISMS 

 

As outlined in the Objectives, two key business operations were selected to base the new APIs 

around. These are: 

• COE create – the process of enrolling a new student into a Provider’s course and issuing the 

visa request to DHA. This process is illustrated in Figure 2. 

• SCV – the process of varying an enrolment for a student after a COE has been created. This 

process has more business rules associated with it as a student could be moving to a 

different provider. This is illustrated in Figure 3 
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Figure 2: CoE create business process (red indicates process changed with APIs) 

 

 

Figure 3: SCV business process 

 

  

Document 1

19

s 22(1)

s 22(1)
Deparment of Employment and Workplace Relations - Documents released under FOI - LEX 1424



Deparment of Employment and Workplace Relations - Documents released under FOI - LEX 1424



Deparment of Employment and Workplace Relations - Documents released under FOI - LEX 1424



Deparment of Employment and Workplace Relations - Documents released under FOI - LEX 1424



 

High Level Design – PRISMS Modernization | 23 
 

 

Of note on flows: 

d) (1) existing PRISMS UI flows will not be modified. 
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OFFICIAL: Sensitive 

Of note on flows: 

System considerations and design impacts 

• Historical a self-contained system 

o Up until this point, all PRISMS functionality, data management and releases have 

been full under the control of the department. Reference values for example that 

were adjustable in the administrator interface were immediately used by the PRISM 

web interface. With the development of APIs, there is de-coupling of what was 

reference data managed by PRISMS and the synchronising of changes with external 

software. If this is not managed carefully, breaking changes may be introduced. 
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Accessible We deliver accessible services 

regardless of location, device or 

capability. 

Government services must align to the Data and 

Digital Government Strategy. Legally, the 

department is required to “ensure our service is 

usable an accessible to people with disabilities.” 

Note, this is an API only project, no user 

interfaces are required. 

Secure by Design  We deliver services that have robust 

security embedded from inception. 

 

Leverage Cloud Tools We achieve speed, innovation and 

business agility by choosing cloud tools. 

 

CI/CD pipelines and other tooling such as 

automated testing for the development and 

release process will also utilise cloud services. 

Reliable Engineering We deliver digital services that 

available, scalable and performant. 
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Figure 7: PRISMS interim state - API service layer 

API Model: The APIs for Providers have the following characteristics. Note, some of the criteria are 

expected criteria. In the initial implementation, the architecture and requirements have been kept 

to a minimum for the initial release: 

• Will require some form of gateway or reverse proxy to: 

o Load balance. 

o Provide redundancy. 

o Allow for traffic restrictions – for example rate limits and throttling. 

o Layer of security 

o Server re-direction based on URL path and DNS names. 
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• Will require auditing and reporting on usage. 

• Enable certificate validation and termination for TLS connections. 

• Can be configurable by code – for example when a new API is released or a new API 

definition is created. 
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Figure 8: API model conceptual layers 
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API Gateway & Developer Portal 
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Identity Model 
Please refer to the PRISMS Identity design: REF21. 

Data 
There are no changes to the current PRISMS databases.  
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Requires a Privacy Threshold Assessment 

Refer Information Security. 
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Integration 
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API Gateway & Developer Portal. 

Infrastructure 
Please refer to Figure 15 
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Development / Hosting Approach 

Environments 
The project will require the following environments. 
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Proof of Concept outcomes 
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