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Government resources to implement Right Fit For
Risk

Overview

The Right Fit for Risk (RFFR) assurance approach is a whole of business approach to IT security, based on
the ISO 27001 standard. The standard sets out universally applicable elements of a management system
for information security that combines leadership and oversight with and a systematic approach to
understanding security risks and implementing appropriate controls in response. An ISMS that meets I1SO
27001’'s requirements protects your critical people, facilities and equipment, information and systems.

ISO 27001 is adaptable and equally well suited to various sized providers. It is used globally and there are
significant preparatory resources which providers can access, in addition to numerous government
resources about cyber security more broadly.

This document and other related documents, are made available on the Digital Partnership Office website, or at
such other locations as advised by the department.

Government information resources available to assist,
understand and address cyber security risks

Australian Cyber Security Centre (ACSC)

The Australian Cyber Security Centre (ACSC) leads the Australian Government’s efforts to improve cyber
security. Their role is to help make Australia the safest place to connect online.

They monitor cyber threats across the globe 24 hours a day, seven days a week so they can alert
Australians early on how to protect themselves.

They provide advice and information about how to protect yourself and your business online. When
there is a cyber security incident, they provide clear and timely advice to:

e individuals e big business
e small to medium business e critical infrastructure operators.

They work with business, government, academic partners and experts in Australia and overseas to
investigate and develop solutions to cyber security threats.
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Their website includes publications designed to assist businesses understand and manage their cyber risks.
For example, they have published their better practice principles for managed service providers. These
principles can be used by providers to discuss cyber security risks with the managed service providers they
use.

For details, refer to their website: www.cyber.gov.au

Stay Smart Online
Stay Smart Online is part of the ACSC.

Stay Smart Online provides topical, relevant and timely information on how home internet users and small
businesses can protect themselves from, and reduce the risk of, cybersecurity threats such as software
vulnerabilities, online scams, malicious activities and risky online behaviours.

Their website includes practical guides such as steps and procedures for protecting information and devices
such as servers, computers and mobile devices and how to dispose of old devices safely and securely.

For details, refer to their website: www.staysmartonline.gov.au

Australian Government — business.gov.au

Information, services and support from across government to help your business succeed. Includes a
search function to find grants, funding and support programs across government.

For details, refer to their website: www.business.gov.au

Resources available to reduce harm of cyber security incidents

IDCARE

IDCARE is Australia and New Zealand’s national identity and cyber support service. They help individuals
and organisations reduce the harm they experience from the compromise and misuse of their identity
information by providing effective response and mitigation.

For details, refer to their website: https://www.idcare.org/
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