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[bookmark: _Toc238797343]Executive Approval and Attestation
I confirm that:
· I am authorised to approve this Provider Security Plan (PSP) on behalf of the organisation. 
· The information contained within this PSP has been reviewed and is, to the best of my knowledge, true, accurate and complete. 
· The PSP accurately reflects the systems, information, operating environments and security arrangements relevant to the delivery of Departmental services. 
· The organisation remains responsible for maintaining the accuracy of the information contained within this PSP and notifying the Department of any material changes that may affect the information provided. 
This attestation is provided on behalf of the organisation for the purposes of supporting the Department's security assurance activities.
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[bookmark: _Toc232493548]PSP Instructions
The PSP is applicable to Category 1, 2 and 3 Providers only
The Provider Security Plan (PSP) provides the Department with an overview of the operating environment, service delivery context, and security program supporting the delivery of Departmental services.
The PSP supports the Department's security assurance activities by providing contextual information necessary to:
· establish an understanding of the Departmental services delivered by the Provider,
· establish the scope of a Provider’s operational and information technology environment, and
· support assessment of the Provider's security program.
Completing the PSP
· Information may be provided in a format appropriate to the Provider's environment, ensuring the intent of each section is addressed.
· Example tables and subheadings have been provided to assist Providers.
· Information provided within each section should be sufficient to address the purpose of that section, establishing the relevant context and clearly describing arrangements, processes, procedures, controls, activities or other matters within scope.
· The PSP is intended to provide sufficient context for the Department to understand the Provider's operating environment, service delivery arrangements and security program. Information should be provided at a high level and focus on organisational practices rather than technical configurations.
Template Guidance
The Section Purpose and Guidance and Instructions boxes contained throughout this template are provided to assist completion of the PSP and should be removed from the final submitted version. Additionally, example information in red text has been provided as generic examples only and must be removed from the final submitted version.
Using Existing Documentation
Existing Providers may use information from current RFFR deliverables, including Scope Documents, ISMS Self-Assessment Reports, and Management Assertion Letters to support completion of this PSP.
Where existing information is reused, Providers should ensure it is updated as necessary to align with the purpose and intent of the relevant section and accurately reflects current arrangements.

1. [bookmark: _Toc238797345]Provider Overview
Section Purpose:
This section provides high-level context relating to the Departmental services delivered by the Provider, including the information involved in delivering those services.
Guidance and Instruction:
Provide a high-level overview of the Departmental services within scope of the PSP, including a brief description of the service, the method by which it is delivered, participant volume, and the types of information involved in service delivery.
The information provided should establish the context for the services addressed within the PSP and support understanding of the systems, environments, and security arrangements described in later sections.
Within Section 1.1 include:
· the full name of the program / deed delivered,
· annual participant caseload volume,
· types of information collected and handled as part of service delivery,
· whether subcontractors are used to deliver this program / deed, and
· whether a RFFR accredited TPES system is used to deliver this program / deed.
Note: Each program / deed delivered requires its own table to be populated.

< [Organisation Name] delivers the… >
1.1 [bookmark: _Toc238797346]Program / Deed High Level Overview
	Program / Deed 
	

	Annual participant volume
	

	Information handled
	

	Subcontractor(s) used
	

	Accredited TPES system used
	




2. [bookmark: _Toc238797347]Operational Environment
Section Purpose:
This section describes the internal and external business functions, units and teams that support the delivery of services listed within Section 1, including their responsibilities.
For Category 1 Providers: This section can be used to describe any additional internal and external issues, needs, expectations and requirements (per 4.1 and 4.2 of ISO/IEC 27001:2022).
Guidance and Instruction:
Identify the internal and external parties relevant to the delivery of services and describe their responsibilities. This may include:
· internal teams and employees,
· government departments, 
· outsourced or subcontracted functions,
· arrangements involving managed service providers or other external parties,
· physical locations where services are delivered, and
· any internal or external functions that are excluded from the scope of RFFR Accreditation.
Based on the information provided above, Section 2.5 requires Providers to describe the end-to-end delivery of services, including how information is accessed from Departmental systems and collected, stored, and transferred between internal and external functions.
Note: This section should also include a data flow diagram that provides a visual representation of how data is collected, stored and transferred, and illustrates the interfaces and dependencies between activities performed by internal and external functions.
Note: The inclusion of an org chart would be highly beneficial to represent internal operational environment.



2.1 [bookmark: _Toc238797348]Internal Operational Environment
	Function
	Responsibilities

	IT Team
	Manages internal IT environment, responds to incidents, etc.

	Employment Team
	Handles participant caseloads, writes reports, data entry, etc.

	
	


2.2 [bookmark: _Toc238797349]External Operational Environment
	Name
	Function
	Responsibilities

	IT Company Name
	IT Managed Service Provider
	Manages Internal and external IT environment, responds to incidents, etc.

	Cloud Service Provider Company Name
	Cloud Service Provider
	Provides the SaaS platform, etc.

	Subcontracting arrangements
	
	


2.3 [bookmark: _Toc238797350]Physical Locations
	Location
	IT systems hosted (Y/N)

	1 Main Street, Suburb, State, Postcode.
	Y

	1 Remote Street, Suburb, State, Postcode.
	N

	
	


2.4 [bookmark: _Toc238797351]Operational Environment Exclusions
	Function
	Justification

	Finance Team
	Only responsible for internal budgets, no access to participant information.

	John’s Cleaners
	Outsourced cleaning team, no access to participant information.

	Community Outreach Site
20 Remote Street, Suburb, State, Postcode.
	This is our community outreach site. No programs within the scope of RFFR accreditation for any program/deed listed are delivered here.

	
	


2.5 [bookmark: _Toc238797352]Service Delivery Processes
< Information is collected… >
[image: ]< Example Data flow Diagram >
3. [bookmark: _Toc237518905][bookmark: _Toc232493552][bookmark: _Toc238797353]Information Technology (IT) Environment
[bookmark: _Toc232493553]Section Purpose:
This section describes the IT environments used to support the delivery of the services outlined in Section 1, including all relevant internal and external systems, infrastructure and applications.
Guidance and Instruction:
Ensure that the internal and external IT environments supporting the services are described in the relevant sections below. This includes:
· all systems used to support service delivery and their purpose, including, but not limited to, endpoints, network devices, cloud systems (Saas, PaaS and IaaS) and AI platforms,
· the location of externally hosted systems, 
· whether each system stores program information,
· whether each system connects directly to Department systems, and
· any internal or external IT systems excluded from the scope of RFFR Accreditation.
Note: This section should include a high-level diagram of all systems within the scope of RFFR accreditation. The diagram should clearly identify system boundaries and illustrate how systems interconnect.

3.1 [bookmark: _Toc238797354]On-Site IT Environment
	System
	Purpose
	Stores Program Information
	Connects to dept. systems

	Laptops
	Processing program data.
	Y
	N

	Wireless Access Points
	Provides wireless LAN connectivity.
	N
	N

	
	
	
	


3.2 [bookmark: _Toc232493554][bookmark: _Toc238797355]Cloud Based IT Environment
	System
	Purpose
	Hosting Location
	Stores Program Information
	Connects to dept. systems

	‘Cloud Platform #1’
	Stores and processes program data.
	AUS-SYD
	Y
	N

	‘TPES System’
	Stores and processes program data.
	AUS
	Y
	Y

	
	
	
	
	

	
	
	
	
	


3.3 [bookmark: _Toc232493555][bookmark: _Toc238797356]Department Systems Used
	System
	Purpose

	Workforce Australia Online Portal
	Stores and processes program data.

	
	


3.4 IT Environment Exclusions
	System
	Purpose
	Hosting Location
	Stores Program Information
	Connects to dept. systems

	‘HR Platform’
	Internal employee HR platform. No participant information is processed or stored within.
	AUS-SYD
	N
	N

	
	
	
	
	


3.5 [bookmark: _Toc238797357]IT Environment Diagram
[image: ]
< Example IT Environment Diagram >
4. [bookmark: _Toc237518916][bookmark: _Toc238797358]Notable Changes
Section Purpose:
This section is used to describe any notable changes to your operational or information technology environment since your previous RFFR assurance lifecycle assessment.
Guidance and Instruction:
Describe any notable changes to the information provided in Sections 1 to 3 since your previous RFFR assurance lifecycle assessment. This may include but not limited to:
· changes to services, business functions or organisational structures, 
· changes to systems, infrastructure, applications or hosting arrangements, and
· changes to subcontractors or other relevant operational and technology environments.
Note: As outlined in your RFFR accreditation letter, you must notify the Department within 5 business days of a change of circumstance. More information can be regarding Change of Circumstances can be found of the DEWR Website.

< The following changes have occurred since… >
5. [bookmark: _Toc232493561][bookmark: _Toc238797359]Security Program
Section Purpose:
This section provides an overview of the Provider's security program supporting the delivery of the services described within the PSP.
Guidance and Instruction:
The information provided should enable an understanding of how security risks are identified, managed and monitored across the Provider’s environment. This should include:
· security governance arrangements, 
· risk management activities, 
· information management practices, 
· security monitoring capabilities, 
· vulnerability management processes, 
· incident response arrangements, and 
· incident response and business continuity arrangements.


< [Organisation name] are… >
5.1 [bookmark: _Toc232493562][bookmark: _Toc238797360]Security Governance
Section Purpose:
This section describes the governance arrangements used to oversee and manage security in support of the delivery of Departmental services. This includes security policies and procedures, accountability and oversight arrangements, personnel security practices, management of third-party and subcontracting arrangements, and processes to ensure security considerations are incorporated into organisational change.
Guidance and Instruction:
Describe the governance arrangements supporting the security program.
The information provided should enable an understanding of:
· the policies, procedures and governance arrangements that support security, 
· security roles, responsibilities and accountability arrangements,
· how security requirements are incorporated into personnel management practices, including onboarding, training and awareness activities, 
· security oversight, reporting and management review arrangements, 
· where subcontracting or third-party service delivery arrangements are used, how the organisation maintains oversight of those arrangements and ensures appropriate security measures are implemented and maintained to protect program and participant information, and
· how security impacts are assessed and managed when changes are made to systems, technologies, service delivery arrangements or third-party services.
Note: The subheadings below are provided for guidance only. Providers may choose to present this information in a format that best meets the purpose of this section.


Security Policies and Governance Arrangements
	Document / Arrangement Name
	Purpose
	Owner
	Review Frequency & Last Completed

	Information Security Policy
	Defines security requirements
	CISO
	Annually, 17/08/2026

	Security Steering Committee
	Security oversight and decision-making
	Executive Team
	Quarterly, 9/12/2025

	
	
	
	



Security Roles and Responsibilities
	Role
	Business Area
	Responsibilities
	Accountability

	CEO
	Executive
	Overall management of security program
	Organisation-wide

	CISO
	ICT
	Security governance and monitoring
	Security program

	
	
	
	



Personnel Security, Training and Awareness
	Activity
	Description
	When Performed
	Applicable Personnel

	Pre-employment screening
	Background and reference checks
	Prior to engagement
	Employees and subcontractors

	Security induction
	Security awareness training
	Onboarding
	Employees and contractors

	Annual refresher training
	Cyber security awareness training
	Annually
	All personnel

	
	
	
	



Security Oversight and Management Review
	Activity
	Frequency
	Participants
	Purpose

	Security Committee Meeting
	Monthly
	Executive and ICT teams
	Review security risks

	Risk Review
	Quarterly
	Risk Committee
	Review risk treatment activities

	Management Review
	Annually
	Executive Team
	Assess effectiveness of security program

	
	
	
	



Third-Party Security Oversight (Subcontracting arrangements)

Change Management


5.2 [bookmark: _Toc232493563][bookmark: _Toc238797361]Risk Management
Section Purpose:
This section describes the practices used to identify, assess, manage and monitor security risks within the environment supporting the delivery of Departmental services.
Guidance and Instruction:
Describe the risk management framework used to identify, assess, manage and monitor security risks relevant to the delivery of services.
The information provided should enable an understanding of:
· how security risks are identified,
· how security risks are assessed and managed, and
· how security risks are monitored, reviewed and reported.


< Risk management is… >









5.3 [bookmark: _Toc232493564][bookmark: _Toc238797362]Information Management
Section Purpose:
This section describes the practices used to manage and protect information collected, processed, stored and transmitted in the delivery of Departmental services throughout its lifecycle.
Guidance and Instruction:
Describe the practices used to identify, manage, handle and protect information associated with the delivery of Departmental services.
The information provided should enable an understanding of:
· the types of information managed in the delivery of Departmental services and how information sensitivity is identified and classified,
· how information is managed, handled and protected throughout its lifecycle, including collection, storage, use, transmission, retention and disposal,
· the controls used to protect information from unauthorised access, disclosure, modification, loss or destruction, and
· how information protection requirements are incorporated into organisational policies, procedures and operational practices.
Note: The subheadings below are provided for guidance only. Providers may choose to present this information in a format that best meets the purpose of this section.


Information Lifecycle Management
	Lifecycle Stage
	System
	Description of Practices

	Collection
	Departmental systems, online forms
	Information is collected directly from participants and Departmental systems to support service delivery.

	Storage
	Case Management System
	Information is stored in Australian-hosted environments with access controls and monitoring enabled.

	
	
	



< Information lifecycle management is… >
Information Protection Controls
	Information Protection Control
	Description

	Access control
	Access to information is granted based on business need and the principle of least privilege. User access is approved by managers and reviewed quarterly. Privileged access is restricted to authorised ICT personnel.

	Classification
	…

	Data loss prevention
	



< Information protection controls are… >

5.4 [bookmark: _Toc232493569][bookmark: _Toc238797363]Continuous Monitoring and Improvement
Section Purpose:
This section describes the mechanisms used to monitor the effectiveness of security controls, identify security weaknesses, and support the ongoing improvement of security practices relevant to the delivery of Departmental services.
Guidance and Instruction:
Describe the activities used to monitor, assess and improve the effectiveness of the organisation's security arrangements.
The information provided should enable an understanding of:
· how security controls and practices are monitored and reviewed for effectiveness,
· how vulnerabilities, security weaknesses and control deficiencies are identified,
· how vulnerabilities are assessed, prioritised and remediated,
· how findings from incidents, assessments, audits and reviews are addressed, and
· how improvements to security controls and practices are identified, implemented and monitored over time.
Note: The subheadings below are provided for guidance only. Providers may choose to present this information in a format that best meets the purpose of this section.


[bookmark: _Toc237518927]Security Monitoring
	Security Monitoring Activity
	Description
	Frequency
	Reporting / Outcome

	Security Event Monitoring
	Security events and alerts generated by endpoint protection, email security, and cloud platforms are monitored by the ICT team to identify malicious activity.
	Daily
	Potential incidents are investigated, escalated and managed in accordance with the Incident Response Plan.

	Log Monitoring
	…
	
	

	Access Reviews
	…
	
	



< Security monitoring is… >
Vulnerability Management
	Vulnerability Management Activity
	Description
	Frequency
	Remediation Approach

	Vulnerability Identification
	Vulnerabilities are identified through automated vulnerability scanning, vendor security advisories, and security assessments.
	Monthly and ongoing
	Identified vulnerabilities are recorded and assigned for assessment.

	Vulnerability Assessment
	…
	
	

	Vulnerability Remediation
	…
	
	



< Vulnerability management is… >
Continuous Improvement
	Continuous Improvement Activity
	Description
	Trigger / Frequency
	Outcome

	Incident Reviews
	Security incidents are reviewed to identify root causes, lessons learned and opportunities for improvement.
	Following security incidents
	Corrective actions are assigned and tracked to completion.

	Audit and Assessment Findings
	Findings from internal audits, external assessments, and compliance reviews are evaluated and addressed.
	As required
	Remediation plans are developed and monitored.

	…
	
	
	



< Continuous improvement is… >
5.5 [bookmark: _Toc232493574][bookmark: _Toc238797364]Incident response and Business Continuity
Section Purpose:
This section describes the arrangements used to prepare for, respond to and recover from security incidents and disruptions affecting the delivery of Departmental services.
Guidance and Instruction:
Describe the processes and arrangements used to respond to security incidents and maintain the continuity of services.
The information provided should enable an understanding of:
· how security incidents are identified, reported, managed and responded to,
· the arrangements in place to maintain the continuity of services during and following a disruption,
· the approach to recovering systems, services and information following a disruption or security incident, and
· how incident response and business continuity arrangements are maintained, tested and reviewed.
Note: The subheadings below are provided for guidance only. Providers may choose to present this information in a format that best meets the purpose of this section.




Incident Response
< Incident response is… >
Business Continuity and Recovery
< Business continuity and recovery is… >
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